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DATA PROTECTION/PRIVACY POLICY 
 

1. INTRODUCTION 
 
The Company is committed to protecting the privacy and security of employees’ and clients’ information. 

This privacy notice and data protection policy describes how the Company collects and uses information 
about employees and clients during and after their working relationships with the Company and is in 

accordance with the General Data Protection Regulations. 
 

The Company is a Data Controller. This means it is responsible for deciding how it holds and uses 

information about its employees and clients.  

 
The Company recognises the importance of respecting the privacy of its employees, clients and other 

people with whom it deals and the need to build in appropriate safeguards during the collection, 
storage, processing and utilisation of data.   

 
The Company principally collects and maintains such data to meet its legitimate interests as a business 

entity, to comply with statutory requirements and fulfil individual employment contracts with its staff 

and contracts with clients.   
 

This data must be dealt with properly, however it is collected, recorded and used.  This is the case 
whether it is on paper, in a computer or recorded on other material.  There are safeguards to ensure 

data is processed safely. The Company fully endorses and adheres to the principles of data protection, 

as set out in the Regulations.  

 
2. SCOPE 
 
It applies to all employees, workers, contractors, clients, candidates and individuals at clients or 

potential clients in respect of whom the Company holds data. The policy does not form part of any 
contract of employment, contract to provide services or any other contract. The Company may update 

this policy at any time. 
 

3. AIM 
 
This policy aims to advise all employees and clients of how the Company holds and uses information 

about them. 

 
4. RESPONSIBILITY 
 
It is important that employees, workers, contractors, clients, candidates and individuals at clients or 

potential clients read this policy, together with any other privacy notice the Company may provide on 

specific occasions when it is collecting or processing information about them, so they are aware of how 
and why the Company is using such information. 

 

5. PRINCIPLES 
 
The Company will comply with data protection law which states that the information the Company holds 

about employees, workers, contractors, clients, candidates or individuals must be: 

 
5.1 used fairly and in a transparent way 

5.2 collected only for valid purposes and will not be further processed in any manner incompatible 
with that purpose or those purposes 

5.3 adequate, relevant and not excessive in relation to the purpose or purposes for which it is held 

or processed 
5.4 accurate and, where necessary, kept up to date 
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5.5 not kept longer than necessary for that purpose or those purposes for which it was first 
obtained 

5.6 kept securely  
 

6. TYPES OF INFORMATION 
 
Personal data or information means any information about an individual from which that person can be 

identified. It does not include data where the identity has been removed (anonymous data). Depending 
on the circumstances, the Company may collect, store and use the following categories of personal 

information about employees, workers, clients, contractors and candidates: 

 
6.1 Personal contact details such as name, title, address, telephone number and e-mail address 

6.2 Date of Birth 
6.3 Gender 

6.4 Marital status 
6.5 Next of kin and emergency contact information 

6.6 National insurance number 

6.7 Bank Account details, payroll records and tax status information 
6.8 Rate of pay, annual leave, pension and benefit information 

6.9 Start dates of job roles 
6.10 Location of employment or workplace 

6.11 Copies of identity documents such as passport, driving licence, utility bills 

6.12 Recruitment information including application forms, C.Vs, cover letters, references, right to 
work documentation and any other documents which form part of the recruitment process 

6.13 Employment records including job titles, work history, working hours, training records, 
professional qualifications and job specific qualifications 

6.14 Wage and payments history 

6.15 Performance information 
6.16 Discipline and grievance information 

6.17 CCTV footage and other information obtained through electronic means such as telephone 
recordings, e-mail usage data and internet usage data 

6.18 Information about employee use of the Company’s information and communications systems 
6.19 Photographs 

 

Special Categories 
 

The Company may also collect store and use the following “special categories” of more sensitive 
personal information 

 

6.1.1 Information about employees’ health relevant to their work, including for example any medical 
condition, health and sickness records. 

  
6.1.2 Information about criminal convictions and offences  

 

7. INFORMATION COLLECTION 
 
7.1 The Company may collect information about employees, contractors, clients, candidates and 

individuals in several different ways.  This includes through the application and recruitment 

process either directly from candidates or from employment agencies, employment businesses 

or background check provider.  
 

7.2 The Company may sometimes collect information from third parties including former 
employers, credit reference agencies or other background check agencies. Individuals at clients 

may provide the Company with their contact details as part of a discussion about services. 
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7.3 The Company may also collect personal data which is publicly available on websites such as 
job boards, LinkedIn or similar recruitment related websites. The Company may use third party 

applications which source their data from publicly available websites 
 

7.4 The Company may collect additional information in the course of job-related or business-related 

activities throughout the period of employees working for us or where they undertake a 
placement. 

 
8. HOW THE INFORMATION MAY BE USED 
 

 
The Company will only use personal information when the law allows it to. Most commonly the  

Company may use information in the following circumstances: 
 

8.1 Where the Company is taking steps at the individuals request prior to entering a contract. 
 

8.2 Where the Company needs to perform a contract which it has entered into with an individual 

or organisation. 
 

8.3 Where the Company needs to comply with a legal obligation. 
 

8.4 Where it is necessary for the Company’s legitimate interest (or those of a third party) and the 

interests and fundamental rights do not override those interests, individuals’ rights   
 

The Company may also use the employees’ personal information in the following situations which are 
likely to be rare: 

 

8.5  Where it is necessary to protect the vital interests of the employee or another person. 
 

8.6 Where it is needed in the public interest or for official purposes 
 

 

9. SITUATIONS WHERE THE COMPANY MAY USE YOUR PERSONAL 
INFORMATION 

 
The situations where the Company may process personal information are listed below: 

 

9.1 Making a decision about recruitment or appointment 
9.2 Determining or agreeing the terms on which the employee works with the Company 

9.4 Checking employees are legally entitled to work in the UK 
9.5  Paying employees and contractors and deducting tax, National Insurance and Pension 

contributions from employees 
9.6  Providing benefits to employees 

9.7 Liaising with the Company’s pension provider 

9.8 Administering the employment contract 
9.9 Business management and planning including accounting and auditing 

9.10 Conducting performance and determining performance requirements 
9.11 Making decisions about salary reviews 

9.12 To assess employee suitability for potential roles 

9.13 Assessing qualification for a particular job or role, including promotions 
9.14  Gathering evidence for grievance or disciplinary hearings  

9.15 Making decisions about an employee’s continued employment or engagement 
9.16 Making arrangements for terminating the working relationship 

9.17 Education, training and development requirements 

9.18 Dealing with legal disputes involving employees, workers, candidates or contractors  
9.19 Ascertaining fitness for work 

9.20 Managing sickness and absence 
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9.21  Complying with Health & Safety obligations 
9.22  To prevent fraud 

9.23 Equal opportunities monitoring 
9.24 To monitor employee use of the Company’s information and communication systems to ensure 

compliance with the Company’s IT policies 

9.25 To ensure network and information security including the prevention of unauthorised access to 
the Company’s computer and electronic communication systems and preventing malicious 

software distribution 
9.26 To conduct data analytics studies to review and better understand employee retention and 

attrition rates  
 

10. FAILURE TO PROVIDE INFORMATION 
 
If an employee, individual or organisation fails to provide certain information when requested, the 

Company may not be able perform the contract it has entered into and the Company may be prevented 
from complying with its legal operations. 

 

11.  CHANGE OF PURPOSE  
 

The Company will only use information for the purposes it has collected it, unless the Company 
reasonably considers that it needs to use it for another reason and that reason is compatible with the 

original purpose. 

 
The Company may process personal information without the person’s knowledge or consent where this 

is permitted or required by law. 
 

12. INFORMATION ABOUT CRIMINAL CONVICTIONS 

 
The Company envisages that it may hold information about criminal convictions. 

 
The Company will only collect information about criminal convictions if it is appropriate given the nature 

of the role and where it can legally do so.  
 

Where appropriate as part of the recruitment process or the Company may be notified of such 

information directly by individuals in the course of working for the Company, the Company may use 
information about criminal convictions in considering in individual’s suitability for a role with it. 

 
13. DATA SHARING 

 

13.1 The Company may have to share data with third parties, including third party service providers. 
  

13.2 The Company requires third parties to respect the security of data and treat it in accordance 
with the law. 

  
13.3 The Company may transfer information outside the EU. 

 

14. DATA SECURITY 
 

14.1 The Company has put in place appropriate security measures to prevent personal information 
from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. 

 

14.2 The Company limits access to personal information to those employees, agents, contractors or 
other third parties who have a business need to know. They may only process personal 

information on the Company’s instructions and they are subject to a duty of confidentiality. 
 

15. DATA RETENTION 
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15.1 The Company will only retain personal information for as long as necessary to fulfil the purposes 
it collected it for. 

 
15.2 To determine the appropriate retention period for personal data, the Company considers the 

amount, nature and sensitivity of the data, the potential risk of harm from unauthorised use or 

disclosure of the data. 
 

15.3 In some circumstances the Company may anonymise personal information, so it can no longer 
be associated with the individual. 

 
15.4 Once no longer an employee, worker, contractor, client or candidate, the Company will retain 

and securely destroy personal information in accordance with the Company’s Data Retention 

Policy.   
 

16. RIGHTS OF ACCESS, CORRECTION, ERASURE AND RESTRICTION 
 

16.1 The Employees Duty 

 
16.1.1 It is important that the personal information the Company holds about its employees is accurate 

and current. Please keep the Company informed if personal information changes during the 
working relationship with the Company. 

 
16.2 Employees Rights in connection with Personal Information 

 

16.2.1 Request Access. 
 

 Employees may request access to their personal information (commonly known as a “data 
subject access request”). This enables employees to receive a copy of the personal information 

the Company holds about them and to check that the Company is legally processing it. 

 
16.2.2 Request Correction 

 
 Employees can request correction of the personal information the Company holds about them. 

This enables employees to have any incomplete or inaccurate information corrected 

 
16.2.3 Request Erasure 

 
 Employees can request erasure of personal information. This enables employees to ask the 

Company to delete or remove personal information where there is no good reason for the 
Company to continue to process it. Employees also have the right to ask the Company to delete 

or remove personal information where the employee has exercised the right to object to 

processing  
 

16.2.4 Object to Processing 
 

 Employees can object to processing of their personal information where the Company is relying 

on a legitimate interest and there is something about the employee’s particular situation which 
makes the employee want to object to processing on this ground.  

 
16.2.5 Request the restriction of processing  

 
 Employees can request the restriction of processing their personal information. This enables 

employees to ask the Company to suspend processing personal information about them e.g. if 

the employee wants the Company to establish its accuracy or the reason for processing it.  
 

17. ACCESS REQUEST 
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17.1 If employees want to review, verify, correct or request erasure of their personal information or 
object to the processing of your personal data, employees should write to the Company. 

 
17.2 Employees will not have to pay a fee to access their personal information or to exercise any 

other rights. However, the Company may charge a reasonable fee if a request for access is 

clearly unfounded or excessive. Alternatively, the Company may refuse to comply with the 
request in such circumstances. 

  
17.3 The Company may need to request specific information from employees to help it confirm their 

identity and ensure the right to access the information. This is another appropriate security 
measure to ensure that personal information is not disclosed to any person who has no right 

to see it. 

 
17.4 In the limited circumstances where an employee may have provided consent to the collection, 

processing and transfer of his/her personal information for a specific purpose, the employee 
has the right to withdraw his/her consent at any time. To withdraw consent, an employee 

should write to the Company. Upon receipt of the notification that an employee has withdrawn 

his/her consent, the Company will no longer process the employee’s information for the 
purpose or purposes he/she originally agreed to unless the Company has another legitimate 

basis for doing so in law. 
 

17.5 The Company will comply with any request without undue delay and at the latest within one 
 month of receipt of the request or (if later) within one month of receipt of any requested 

 information to clarify the request; any information requested to confirm the requester’s identity 

 or a fee. 

18. DATA PROTECTION OFFICER 

 
The Company has appointed a data protection officer (DPO) to oversee compliance with this privacy 

notice. If individuals have any questions about this policy or how the Company handles personal 

information, individuals should contact the DPO. Individuals have the right to make a complaint at any 
time to the Information Commissioners Office (ICO), the UK supervisory authority for data protection 

issues. 
 

19. CHANGES TO THE POLICY  

 
The Company reserves the right to update this policy at any time and will provide a new policy when it 

make substantial updates. The Company may also notify individuals in other ways from time to time 
about the processing of employees’ personal data. 
 

Signed:  

 

Paul McCormack 

Managing Director  Dated:  14 April 2021 

 


